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Outline

* Privacy in the age of loT

* Notice and Choice is Broken

 The Usable Privacy Policy Project

« Can We Crowdsource Policy Annotations?

« How Can Machine Learning and Natural
Language Processing Help?

* Nudging Users to Review their Privacy
Settings

 Next Steps
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The Internet of Things

World = Eoh o R
Population 6.3 Billion 6.8 Billion 7.2 Billion 7.6 Billion
Connected St e ok e

aviisgs 500 Million 12.5 Billion 25 Billion 50 Billion
connected
Connected devices
Devices 0.08 than 1.84 3.47 6.58
Per Person people
2003 2010 2015 2020

Source: Cisco IBSG, April 2011
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Privacy Implications

* As we go about our daily lives, we interact
with a number of devices, applications and
services

« Many of these devices applications and
services may collect, share and mine
data about us

— Many potential benefits
— ...but also many potential risks
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Benefits ...and Risks

* Your home thermostat accesses your
calendar to start the AC or furnace in time
for when you return from work

e Your smartwatch shares your heart rate
with your doctor

e ...But would you want...
— your phone to also report your driving habits
to your car insurance provider?

— your blood pressure to be sent to your health
Insurance provider?
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“Notice and Choice”

 Not everyone feels the same way about
these potential privacy risks

* “Notice and Choice” Is intended to support
Informed consent
— Enshrined in many legal documents

 Including Hong Kong’s Personal Data (Privacy)
Ordinance
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Notice and Choice In Practice

. .. eeeo AT&T = 7:56 PM 69% El tice
* Privacy policies ¢ Settings  Privacy
— Websites, mobile apps, ged, click here.
=4 Location Services On oout you is used and shared

is notice describes our prive

® P nvacy Set'“ N g S !.E Contacts cribed in this Privacy Not

es Amazon.com Gather?

— Smartphones, browsers, =+ Calendars

3ives?
Reminders
face b O O k ' Other Websites?
% Photos
Bluetooth Sharing r Program?

Microphone

As applications request access to your data,
they will be added in the categories above.

yut Customers C

rsonalize and continually im
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A First Quick Question

« How many of you have read a privacy
policy over the past month?
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People Are Feeling Helpless

 Reading a privacy policy
takes about 10 minutes...or
about 200 hours/year for an

average Internet user...
(McDonald & Cranor 2009)

« Atypical mobile phone user
with 40 mobile apps each
requesting 3 permissions
would have to configure

120 Settings (Lin,Liu, Sadeh, Hong
2014)
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The Usable Privacy Policy Project

e Annotate natural language website privacy
policies to capture key policy

considerations —those that matter to
users

 Develop concise, intuitive and effective
Uls to convey key information to users

— Ultimately in a personalized fashion

USABLE PRIVACY PoLICY PROJECT




Approach

« Combining machine learning, natural language
processing and crowdsourcing to scale policy
annotation

« Modeling people’s privacy preferences to focus on
those questions users care about

o Effective Uls — browser plug-in(s)

 Analysis of website privacy policies

— Ambiguity, compliance, stated practices
— Across sectors, within sectors
— Language addressing specific issues

USABLE PRIVACY PoLICY PROJECT



Tightly Interconnected Threads

Nat_ural Lang_u_age features for which User Privacy _
Privacy Policies to elicit user Preference Modeling
of Websites

preferences

identification
and generation

4

Extraction of Privacy Key Fefatures PU_SGF
Policy Features . o rivacy
policy features Privacy Policies Profiles

v

Semi-Automated

formal to be extracted
models

Enie  Simplified Privacy
features Policy Models

support
person-
alization

L4

privacy practices to Effective
be presented to user User Interfaces for
Privacy Notices

iterative
design

Policy Analysis
Inform Public Inform Internet
Policy Users
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Initial Focus on 9 Questions

 Collection of contact, location, health,
financial data

 Sharing of contact, location, health,
financial data

— Distinguishing between different options (e.qg.
sharing to support core service vs. sharing for a
secondary purpose)

* Deletion of personal data

 Including “Not clear” and “not addressed”
options
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Crowdsourcing Answers to 9 Questions

nytimes.com Answer the following questions

Privacy Policy Click here to view the instructions again
Last Updated on October 14, 2013

This Privacy Policy discloses the privacy practices for The New York Question:

Times newspaper and NYTimes.com (including Does the policy state that the website might collect
international.nytimes.com, the online edition of The International New current location of a user when he/she is using their
York Times) The New York Times Home Delivery Web site, The New service?

York Times 'Needlest Cases Fund, Times Sk‘|mmer, Tlmles Reader, The
New York Times Store and The New York Times Learning Network, Web

sites and other applications (collectively referred to as the "NYT Find the answer in the document, highlight the ser
Services”), and to any services that display this notice. For the purposes containi r, and click the blue button

of this Privacy Policy, unless otherwise noted, all references to "The the text here

New York Times" include NYTimes.com and The New York Times

newspaper. 7

1 No - the policy states that the website will not collect current

The New York Times Replica Edition, which is maintained by location information of its user.

NewspaperDirect, maintains its own Privacy Policy. 1 Yes - the policy states that the website might collect current
location information of its user.
The New York Times advertising portal, for advertisers of The Times, ) Unclear - the policy makes statements that could mean the

also maintains a separate Privacy Policy. website might collect current location but is not clear about it.

| Not applicable - the policy does not appear to address the

question.

The NYT Services may contain links to other Web sites for your
convenience and information. We are not responsible for the privacy
practices or the content of those sites.

This Privacy Policy, covers the following:
Y y g m Your Progress
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Initial Work — Amazon Mechanical Turk

a@;onmeChanlcal ur.lf [ Your Account | HITs Qualifications

o Artinciat Arancial intetligence | |

Introduction | Dashboard | Status | Account Settings

Mechanical Turk is a marketplace for work.
We give businesses and developers access to an on-demand, scalable workforce.
Workers select from thousands of tasks and work whenever it's convenient.

301,177 HITs available. View them now.

Make Money Get Resu
from Mechan

by working on HITs
HITs - Human Intelligence Tasks - are individual tasks that Ask workers to complete HITs - Human Intelligence Tasks - and
you work on. Find HITs now. get results using Mechanical Turk. Get Started.

Its _

1 AN Al v
cal IurK vwworkers

As a Mechanical Turk Worker you: As a Mechanical Turk Requester you:

* Have access to a global, on-demand, 24 x 7 workforce

* Can work from home AL, <
« Choose your own work hours ¢ Get thousands of HITs completed in minutes
« Get paid for doing good work « Pay only when you're satisfied with the results
Find an Work Earn Fund your Load your Get
interesting task money account tasks results
afed scendin -
Ukl 'MSKS RS
e acaply

GetStarted |

__Find HITs Now | [
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Does Crowdsourcing Even Work?

Questions:

- Do Turkers converge (80%) on the correct
answer?

- Gold standard obtained from skilled annotators
with experience reading privacy policies

.« 26 policies, 9 questions, 10 turkers per policy-
guestion pair

DOl el 80% turkers agree 80% turkers agree 11l
agreement

pairs with gold > -~ L
standard (sam- _.. “wer) (diffe~ ... ~nswer) Y e
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Crowdsourcing Does Work...But...

e Asingle user will often make
mistakes...but collectively crowdworkers
are able to accurately annotate 75% of
policy-question pairs

— And they rarely seem to converge on
erroneous annotations

e ...Butthe process is time consuming:
around 20 minutes per policy...
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Alternatively Could we Fully Automate?

Question Category Avg. Accuracy
Information collected or inferred 73%
Entities with which info may be shared 63%
Retention and Access 64%
Purposes 59%
Consent Model (Can users limit?) 68%
Choice method 74%
Security and other practices 75%
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Our Approach

« Combine crowdsourcing with machine
learning and natural language
processing

* Find ways of decomposing the problem

— Reduce the number and complexity of the
tasks assigned to crowdworkers
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Paragraph Sequencing

e Could we automatically organize
paragraphs based on the privacy
Issues they discuss?

e And use this as a basis for simplifying
the work of crowdworkers
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Paragraph Sequencing — Problem Overview (1)

amazoncom

-

\
What About Cookies?

Cookies are unique identifiers that we transfer to your device to enable
our systems to recognize your device and to provide features such as
|-Click purchasing, Recommended for You, personalized advertisements
on other Web sites... )

Y

\

...Because cookies allow you to take advantage of some of Amazon.com's
essential features, we recommend that you leave them turned on. For
instance, if you block or otherwise reject our cookies, you will not be
able to add items to your Shopping Cart, proceed to Checkout, or use any

Amazon.com products and services that require you to Sign in...
/
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Paragraph Sequencing — Problem Overview (ll)

amazoncom Walmart -
Paragraph A Paragraph C

Paragraph D

Paragraph B Paragraph E
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Paragraph Sequencing — Gold-standard

Instructions:

» Yourtaskistoread two text descriptions extracted from website privacy policies . Example privacy policies include: Amazon

P e -,
R A

ivacy Notice, Ebay Privacy Folicy.

» Youwil select 1~3 keywords for each description, and check "yes" or "no" to decide if the two descriptions are discussing the same
privacy issue or not.

« Example privacy issues may include: collection of personal information, sharing information with third parties, cookies and other tracking

techniques, data security, policies for children, contact of the merchant, etc.

Example:

DESCHDIFGH 1 Choice/Opt—-out. If we ever send you information by email concerning new products, services or information that y
ou did not expressly request, we will provide you with an email address by which you may request no further noti
ces.

Keywords: choice, opt-out

DESI:HD{IDF‘I- “ You may also opt—out of your participation in most of the ABC's digital services. Information about how to opt-o
ut will be provided in the particular service. However, you should be aware that the ABC may continue to store p
ersonal information provided by you prior to you opting-—out.

Keywords: opt-out

Are they discussing the same privacy issue? Yes. Boih of the descriplions are discussing the "opt-out® options provided fo the
website users, although the detalled terms may be different.
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Privacy Policy Dataset

1010 privacy policies collected during December
2013 to January 2014, ranging over 15 website
categories

Arts Business Computers Games Health
Home Kids and Teens News Recreation Reference
Regional Science Shopping Society Sports

Fei Liu, Rohan Ramanath, Norman Sadeh, Noah A. Smith. A Step Towards
Usable Privacy Policy: Automatic Alignment of Privacy Statements. In
Proceedings of the 25th International Conference on Computational
Linguistics (COLING 2014), Dublin, Ireland, August 2014.
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Paragraph Sequencing — Approach

 Hidden Markov model representation

— Each hidden state represents a privacy issue
— Each observation represents a text segment

collection of personal sharing of personal
information nformation

we will not sell, rent or lease your
personal information to others

as described in this statement...
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Paragraph Sequencing — Algorithms

 Hidden Markov model representation

— Each hidden state represents a privacy issue
— Each observation represents a text segment

e System comparison

— CLUTO: a greedy divising clustering algorithm
— EM-HMM: expectation maximization
— VB-HMM: variational Bayesian inference
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Paragraph Sequencing — Evaluation

e Gold-standard: human-labeled paragraph pairs

ID =10 ID =10 ID =10

human system human system human system
“yes”
true positive false positive true negative
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Paragraph Sequencing — Results

e Gold-standard: human-labeled paragraph pairs

o System results

— HMMs outperform clustering when K is in the
range of [5, 15), best performance achieved by
HMMs at 87% f-score

— Using two levels of text granularities (paragraphs
and sections), systems achieve similar results on f-
scores
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Highlighting Technigque

e For each of the 9 questions:

—Look for the presence of key
combinations of terms Iin text highlighted
by skilled annotators in answering these
guestions

—Learn models that can be used to
highlight relevant paragraphs in
crowdworker Ul
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The Information We Collect

) mTMNmmm.mmnMwnduﬂs.Mum
pie in polis or ctherwise express an opinion, subscribe o one of owr
rvices such as our online newsletiers, or participete in one of cur online
ms or communities. in the course of these varous offerings, we often
bk 10 collect from you varous forms of personal information. Examples
he hypes of parsonally identifiable information that may be colected at
pages includs: nama, address, a-mall address, teenhons numbes,
er, credit card information, and information abolt your intenests
d use of vanious products, programs, and senvices.

& Tumer Mebwork siles, you may also be able to submil
ation about othar pacipla. For exampile, you might submit a
'S Al and a-mad address 1o Sand an elsctiohet Grestng o
if you order a gift oniine and want i1 sent dirsctly 1o the recipaent,
ight submit the recipient's name and address. Examples of the
p of personally identifiable information that may be collacted about
peopke at these pages include: reciplant's namea, address, e-mail
5, and telephone numibsar,

Briain paris of some of our sités, only persons who provice us with
equesied personally identifiable information will be abie 10 order
Hucts, programs, and services or othenwise participste in the site’s

ities and offerings.

i, OUF third party Senice DRoViders, overlisers, achversang Netwonics
nd platfonms, agencies, and PANnens May Collect VanDus TyDes of non-
sonally isentfiable information when you visit any of our sfes. A

Answer the following questions

Question 3:
Does the policy state that the website might collect
current location about its users?

ot e ek 20

Mo - the policy explicitly states that the wabsite will not collect
cument locaton information.

) Yes - the policy axplicitly states that the website might collact
current location information.

Unclear - e policy doas not expiicitly stats whether the website
mght CoMeE! CLTENt GCAtAN ARGFMANAN of nel But the SEected
SEMMENCES COuld Mmaan Uhal th: CLrment ICation NfoMmEatan mgnt
e Colecied.

Not applicable - this question is not addressad by this policy.
Vour Progres

=

e e e s
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Impact on Accuracy

Condition Correct Wrong  No Convergence
NOHIGH 76 (84.4%) 4 (4.4%) 10 (11.1%)
TOPOS5 74 (82.2%) 9 (10 %) 7 (7.8 %)

—_ TOP10 81 (90.0%) 3 (3.3%) 6 (6.7 %)

Performance on 90 policy-question pairs
NOHIGH = No Highlights

TOP 05 = 5 Highlighted Paragraphs
TOP 10 = 10 Highlighted Paragraphs

Note: on average a policy has a little over 40 paragraphs
Suggests possible improvements in both accuracy and
productivity
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Next Steps

e Adaptive Crowdsourcing:

— Dynamically adjust number of crowdworkers

— Distinguish between crowdworkers & optimize
the allocation of crowdworkers to tasks

« More organic annotation process

— Annotate finer grain issues

 Public crowdsourcing site: Q1 2016
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Simple Browser Plug-In

Acme

information ways we use your information information sharing
we collect
provide
sarvica and ather public
maintain site  marketing {elemarketing  profiling cOmpanies forums
contact
infarmation

oo Example of Pri
== [ xaimpre o1 Frivacy

s Nutrition Label

infarmation

health
infarmation

prﬁrﬁmnnﬁs -mm- -
purchasing
infarmation

social security
number &
gov't 1D

your activity on
this site

your location

Access to your Informatian ACME.com

This aite gives you access to your contact date and some 5000 Forbes Avenua

of itz other data identified with you Fittsourgh, PA 15213 United
Statas

How to resolve privacy-related disputes with this site Phone: BOO-555-5555

Plaase emall our customer service department help&acme.com

>, G. Kelley, L. Cesca, J. Bresee & L. F. Cranor Standardizing privacy notices: an online study of the
wtrition label approach CHI '10, ACM 2010.
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Informed by Mental Models

: ]]'E ——, ;; Financial — ¢ :}-g . s Finandial —
05| N\ / Health - 06, N N~ realih
% gg x v:ﬁx\x f;;'/f/ Dictionary—+ % g; \t{:,_—_ Dictionary
0.0 —_" ColWA o0 Sha CP
i 3 8§ & 8 3 %5 £
5 0§ 2 3 s &8 £
(a) Collection (with account) (b) Sharing (core purpose)
Key Insight: Highlight What Users Do Not
Expect
~ 0.0 T———" ColNA ~ o0 / ShaOP
g 3 § = 8 § % ¢
5 § 2 3 s § £ 3
(c) Collection (no account) (d) Sharing (other purpose)

User data collection & sharing expectations for 3 categories of
websites: financial, health and dictionary
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But Simple UlI's Many Not Be
Enough

....How do we motivate users to
pay attention?
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Helping Users Manage Privacy
Settings: Explosion of Settings

o & 3:02 |

App ops (/=".| App ops

SR LOCHTENS Facebook

Google Play services version 3.4

wi-fi scan, cell scan, fine location, 0 mins ago .
coarse location Location

0 mins ago
Network Location

wi-fi scan, cell scan, coarse location, 0 mins ago @ Read contacts
fine location 0 mins ago

Android System Modify contacts

fine location, coarse location 25 mins ago

0 mins ago

Facebook Read call log
fine location, coarse location 3 hours ago 1 min ago

Google Search Vibrate
fine location, coarse location 3 hours ago 15 hours ago

Chrome Beta Post notification
fine location, coarse location 5 hours ago 15 hours ago

Fused Location . Camera
fine location, coarse location 5 hours ago Running

= l = — i
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Another Quick Question

« How many of you know what mobile apps

are currently running on their
smartphones and what information they

collect?
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People’s Response When They Find Out...

Percentages of people

, : Location
surprised by an App’s Device ID
Permission Requests Contact List

g

Angry Bird
Fﬁ;ﬁﬁ?‘fk (rank 3)

J. Lin, S. Amini, J. Hong, N. Sadeh, J.
[v] 9513#.-’0 o H H 111 =
. Lindqgvist, J. Zhang, “Expectation and

F Purpose: Understanding Users’ Mental
w

l x| Models of Mobile App Privacy through
Crowdsourcing”, Proc. of the 14th ACM
International Conference on Ubiquitous
Computing, Pittsburgh, USA, Sept. 2012
Brightest Flashlight
T;ﬁﬁr? (rank 78)
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Helping Users Manage Privacy
Settings

...Beyond understanding privacy policies...

Do permission managers help users (e.g.
1I0S, Android App Ops)?

Could nudges help increase user
awareness and motivate users to take a

closer look at their settings?
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Field Study

o 22-day study with 23 participants using
their regular Android phone

 Week 1: baseline
 Week 2: App Ops permission manager

 Final 8 days: App Ops + one daily nudge
focused on one permission

e Collected detailed logs of all permission
changes + pre- and post-surveys
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Privacy Nudge

#Y) Your location shared with 10 apps

Did you know?

Your location has been shared 5398
imes with Facebook, Groupon, GO
Launcher EX, and 7 other apps for the

past 14 days.

Let me change my settings
Show me more before | make changes

Keep sharing my location

Notification provided by AppOps.

Your location shared with 10 apps

Detailed Report

L Your location shared with 10 apps

Number of times your location has been
shared with each app for the past 14 days.

* Google Play services 1603

45 Android System 1602

g Groupon

1602

@ 296

St

Weather & Clock Widget

# GO Launcher EX
»

Let me change my settings

keep sharing my location
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Number of times your location has been
shared with each app for the past 14 days.

E Maps
Viber

. f Facebook

18

11

? Google Search

-(-ggucg MyFoodCoach Study

Let me change my settings

keep sharing my location
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Implementation of Study App

 Developed & installed an Android app
that was used.:

— To launch AppOps
— Collect detailed AppOps logs

 What permissions apps are allowed to access
— Including changes to settings made by user, when and
through which interface (e.g. from the nudge or directly
via AppOps)
* For each app-permission pair:
— Last time the app tried to access the permission
— Each app request & whether it was granted/denied

— Whether the app is currently using the permission and for
how long (e.g. camera, recording audio)
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Demographics & Additional Detalls

o 23 participants (65% female; ages 18-44,
median=23)

— 21 owned Samsung devices and 2 owned an HTC One.

« On average, 89 apps Installed (SD=22), including
services and pre-installed apps.

o 21 (91%) reported never using AppOps before
— 1 had used AppOps, and 1 was unsure.
« Phase 1 users could not access App Ops

 We checked that no other App Ops launcher was installed on
their phones and our App did not allow them during that week to
access App Ops.
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FClHISOSIVIT IVialldayCCl o AITT INUL

Enough

phase 2: AppOps only phase 3: AppOps + privacy nudges
| | [ | |

P9 | || 1 |

P10 | 1 11 1 1 |

P11 | [} | | |
~ P12 | 1 |
S P14 1 | [ [} [ [ |
> P17 | n I 11 1 |

P18 | || |

P19 1 Il 1 | | 1 |

P20 | | [} [}

P22 1 1 | |

P1 ||
~ P6 || | | |
g pP7 n 1 1 [ |
> P15 L | | | 1

P23 ] m |
- P3 | | 1 |
o P4 I 1 1 1 1 | 1
% P8 11 | 1

P13 | 1 | | | 1
> P16 1 | |
3 P21 1 1
> P2 | 1 1 1 i

opened AppOps directly M restricted permissions H nudge: opened AppOps M nudge: kept sharing nudge: ignored

Week 2: Permission Manager Only Week 3: Daily Nudges

 Nudges can make a big difference
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Permission Manager w/o Privacy
Nudges

* In phase 2, participants reviewed their app
permissions 51 times, restricted 76
distinct apps from accessing a total of
272 permissions

* Only one Iinteraction where a user opened
access to one permission.
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Reviewing of App Permissions During
Phase 2

e 22 participants (95.6%) reviewed their
app permissions at least once.

— 12 reviewed their app permissions multiple
times.

* One did not review his permissions in
phase 2.
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Adjusting App Permissions

15 (65%) participants restricted 272 app-permission pairs from 76
distinct apps, including both participant-installed and pre-installed

apps.
' Participants restricted apps’ access to:

— Location: 74 (27%)

— Contacts: 57 (21%)

— Calendar: 10 (4%)

— Call logs: 9 (3%).

— Others included: Camera: 42 (9%), SMS: 21 (8%), Post
notification: 19 (7%), Recording audio: 15 (6%).

' Only one participant opened back a permission to the Weather
Channel app - to send notifications.
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Why did participants restrict apps’ access
to permissions?

« Participants restricted unused apps,
especially pre-installed apps.

— P10 stated: “I also blocked [a] bunch of
AT&T bloatware from accessing any
Information. | don’t use them anyways.”

 Participants restricted permissions
required for unused functionality.

— P13 restricted IHeartRadio access to
location, explaining: “I know what stations |
want to listen to no matter where | am so |
turn off the location.”
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Why did participants restrict apps’ access
to permissions? (continued)

e Participants restricted apps when the
purpose to access their personal
Information was unclear.

— P4 stated: “[l turned it off] because | can't
think of a reason why Inkpad needs my
location.”
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Adding Privacy Nudges — Final 8 days

* Do nudges further change user behavior
and how do they feel about them?
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Effectiveness of Privacy Nudges — Final 8
days

* In phase 3, participants reviewed their app
permission 69 times, restricted 47
distinct apps from accessing 122
permissions, and permitted six apps
access to six permissions.

e ....this Is after a week with access to
App Ops.
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Reviewing App Permissions

« Participants could review their app
permissions either by
1. Opening AppOps directly (same as in
phase 2)
2. Opening AppOps in response to a nudge.
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Reviewing App Permissions

« 22 participants (95.6%) reviewed their app
permissions at least once in phase 3.

— 21 participants reviewed their apps’ permisions in
response to nudges:

e 53 times (78% of the time) in response to a nudge
« 15 times (22%) by directly opening AppOps
— 1 participant reviewed her apps’ permissions only
once and only by directly opening AppOps

* The privacy nudges were the
primary trigger for participants to
review their app permissions.
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Adjusting App Permissions

o Participants restricted 122 permissions - breakdown:

— Location: 30 (25%)
— Contacts: 25 (20%)
— Calendar: 8 (7%)
— Call logs: 6 (5%).
— Other restricted permissions included:
* Post notification: 10 (8%), SMS: 9 (7%), camera: 7
(6%), record audio: 7 (6%).
* Only three participants made permissive adjustments
due to loss of app functionality.

— In the interview, P10 noted that he restricted and later
permitted Facebook’s access to the clipboard,
because he was unable to copy&paste in Facebook.
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Concluding Remarks - |

*“Notice and Choice” is the de facto approach to
privacy on the Web

*Even on the fixed Web, this approach does not work

*On smartphones and with the emerging Internet of
Things, this framework (in its current form) simply
does not scale
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Concluding Remarks - |

o Usability research is key to understanding what
users can realistically be expected to do and can
Inform the design of more realistic implementations of
Notice and Choice

« Artificial Intelligence, which is often blamed for
many of the privacy risks we face in the Internet of
Things, may also hold part of the solution to scaling
Notice and Choice

— Machine Learning & NLP to annotate privacy policies

— Personalized Privacy Assistants for personalized
summaries of policies, learning our privacy
preferences and nudging us to examine our privacy
settings

USABLE PRIVACY PoLICY PROJECT



r !“:‘ ‘q_ '. m € " o

LS ,\i &U B "” ~ Apps Snoop on Your Location Way More Than You Think ©
y VLR ; . Wired - Mar 25, 2015

But Professor Norman Sadeh, a member of the research team that

conducted the research, says the volume of location-harvesting isn't
the ...

What do your mobile apps tell third parties? &
Futurity: Research News - Mar 26, 2015
Carnegie Mellon study: your apps are tracking you more than you ... O
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How Often Does an App Share Your Location? You May Be Surprised O
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You'll Be Freaked Out to Learn How Often Your Apps Share Your ... O
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Where Were You 3 Minutes Ago? Your Apps Know &
nghly Cited - Wall Street Journal (blog) - Mar 23, 2015
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‘ Does Your Cellphone Know Too Much? ©

90.5 WESA - Apr 6, 2015

.. private information, they tried to limit future sharing, according to

Norman Sadeh, a Carnegie Mellon University computer science

professor.

o O
B Your location has been shared 5398 times .... 'Are you kidding me?' ©
Bob Sullivan.net - Mar 27, 2015

“The vast maijority of people have no clue about what's going on,” said

Norman Sadeh. a professor in the School of Computer Science's

USABLE PRIVACY PoLICY PROJECT




Acknowledgements: Work funded by the National
Science Foundation, Google and Samsung

The Usable Privacy Policy Project involves a
collaboration with a number of individuals.
See usableprivacy.org for additional detalls

USABLE PRIVACY PoLICY PROJECT



	Scaling Privacy in the Age of the Internet of Things:�Could AI Hold the Solution?
	Outline
	The Internet of Things
	Privacy Implications
	Benefits …and Risks
	“Notice and Choice”
	Notice and Choice in Practice
	A First Quick Question
	People Are Feeling Helpless
	The Usable Privacy Policy Project
	Approach
	Tightly Interconnected Threads
	Initial Focus on 9 Questions
	Crowdsourcing Answers to 9 Questions
	Initial Work – Amazon Mechanical Turk
	Does Crowdsourcing Even Work?
	Crowdsourcing Does Work…But…
	Alternatively Could we Fully Automate?
	Our Approach
	Paragraph Sequencing
	Paragraph Sequencing – Problem Overview (I)
	Paragraph Sequencing – Problem Overview (II)
	Paragraph Sequencing – Gold-standard
	Privacy Policy Dataset
	Paragraph Sequencing – Approach
	Paragraph Sequencing – Algorithms 
	Paragraph Sequencing – Evaluation 
	Paragraph Sequencing – Results
	Highlighting Technique
	Slide Number 30
	Impact on Accuracy
	Next Steps
	Simple Browser Plug-In
	Informed by Mental Models
	But Simple UI’s Many Not Be Enough
	Helping Users Manage Privacy Settings: Explosion of Settings
	Another Quick Question
	People’s Response When They Find Out…
	Helping Users Manage Privacy Settings��
	Field Study
	Slide Number 41
	Implementation of Study App
	Demographics & Additional Details
	Permission Managers Are Not Enough
	Permission Manager w/o Privacy Nudges
	Reviewing of App Permissions During Phase 2
	Adjusting App Permissions
	Why did participants restrict apps’ access to permissions?
	Why did participants restrict apps’ access to permissions? (continued)
	Adding Privacy Nudges – Final 8 days
	Effectiveness of Privacy Nudges – Final 8 days
	Reviewing App Permissions
	Reviewing App Permissions
	Adjusting App Permissions
	Concluding Remarks - I
	Concluding Remarks - II
	Slide Number 57
	Slide Number 58

