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How Bitcoin Works:

A Non-Technical Introduction

THE UNIVERSITY OF HONG KONG                                        MARCH 5, 2014                                       © 2014 MICHAEL I. SHAMOS

Bitcoin
• A non-technical VIDEO:
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Token Money
• Represented by a physical object such as a 

banknote, coin, traveler’s cheque, etc.

• Without the token, the value is lost.
• No intermediary required for spending
• But: requires faith in the ISSUER, usually a 

government
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Notational Money
• Represented by a notation in a ledger, passbook or 

database
• E.g., a bank account:

• Notational money cannot be lost
• BUT: requires an intermediary (bank or clearing 

house) for spending
• ALSO: requires faith in the MAINTAINER of the ledger
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Hybrid Money
• Requires BOTH a token AND a ledger account
• Example: personal cheque, Octopus card

• Can be lost AND requires faith in the ISSUER
• AND requires an intermediary (bank or clearing 

house) for spending
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Virtual Money
• No token
• No ledger
• No issuer, no government backing (or supervision)
• No intermediary required for spending

• Is this even possible?
• Who creates the money?  Why is it money?
• Without a token or ledger, how do you know how much 

you have?  What is its value?
• How does “spending” occur?
• How do you know the spender is the owner?
• What prevents spending the same money twice?
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Analogy: Real Estate
• Land ownership is defined by a “chain of title,” a 

sequence of deeds leading from the original owner to 
the present owner

• Deeds are recorded in the Land Registry
• Ownership determined by searching the Registry
• The Land Registry is, in effect, a ledger holder
• If the Registry is altered, ownership can be lost 
• Double-selling is prevented by timestamps
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Distributed Registry
• Suppose we broadcast ALL deeds to thousands of 

nodes of a decentralized
public network?

• IF the deeds are genuine
AND the network members
agree on the chain of title,
THEN we can tell who
owns a piece of property

• Ask the network and count the responses!  If a 
majority say that V is the owner, then he is.

• There must be enough honest members that false 
responses cannot dominate

• This registry is not under government control
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Creating a Currency
• Land is not portable and can’t be “spent”
• Let’s use valuable scotch whisky as money

Creating a Currency
• Land is not portable and can’t be “spent.”
• Let’s use valuable scotch whisky as money
• Johnnie Walker XR is issued in limited, numbered 

editions, about HKD 1100 per bottle

LABEL WITH SERIAL NUMBER
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Scotch as Money
• As long as there’s a market for expensive scotch, it 

will have value
• Scotch drinkers will be able to drink it or trade it
• The value will depend on supply and demand

• Problem: it’s very heavy, can’t be carried easily

THE UNIVERSITY OF HONG KONG                                        MARCH 5, 2014                                       © 2014 MICHAEL I. SHAMOS

Solution: A Scotch Bank
• Deposit your bottles in a bank
• The bank promises to hand over your bottle when 

you ask for it
• To prove ownership, they let you keep the label 

unique to your bottle:

• When you transfer the label, you transfer ownership
• The labels act as money!  
• The labels are “backed” by scotch
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Disaster: Scotch is OUTLAWED!
• The Department of Health finds that 

scotch is poisonous, possibly fatal
• The government orders all of it 

destroyed, even in your bank
• You have scotch labels but your bank 

has no more scotch
• What happens to the value of the 

labels?  No longer “backed” by 
scotch bottles

• Probably declines, but not to zero

The Label Virtual Currency
• Assume one label is now worth HKD 100.
• You can’t carry all of them around
• You can’t spend them on the Internet
• Let’s “virtualize” them
• Instead of labels, just store their serial numbers in a 

cellphone app:

E  JW 0001  XR
F  JW 0384  XR 
E  JW 4562  XR 
H  JW 1095  XR 
G  JW4429  XR
K  JW0887 XR

…

…
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Spending
• To spend a label, you just send its number over the 

Internet or bump phones
• Problem: you might still have it, but your digital wallet 

could delete it to prevent double spending
• Problem: How does the recipient know it’s genuine?
• Problem: Who controls the issuance of the numbers?
• Problem: What stops forgery?
• SOLUTION:

– Make creation of numbers expensive (deters forgery)
– Limit generation to a fixed quantity of serial numbers
– Maintain ownership records in a distributed network
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Hash Functions
• A “hash” is a short 

function of a message
• BUT: a hash is not 

uniquely reversible
• Many messages have 

the same hash

Hash function H produces a fixed size hash
of a message M, usually 128‐512 bits

h = H(M)
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One-Way Hash Functions
• Hashes are easy (fast) to compute but

computationally difficult to invert
• Should not be able to find any message 

corresponding to a given hash

• Bitcoin uses a well-known published hash function 
SHA-256, which produces 256-bit hashes

H 52f21cf7c7034a20
17a21e17e061a863

This is a message M 
that we want to make 

unalterable so it 
cannot be forged or 

modified. This is the hash of message M

M:

h = H(M)
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What is a Bitcoin Really?
• No physical object, not even a character string
• A chain of digitally signed transaction records leading 

from the original owner to the current holder
• (Very similar to a chain of land deeds)
• The transaction records contain

(1) hashes that are difficult to find AND
(2) virtual owner IDs, called addresses

• There is NO bitcoin registry, NO centralization
• Bitcoin chains are broadcast to everyone
• Anyone can verify them
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Bitcoin Protocol
• Bitcoin was invented in 2008 by an anonymous 

person or team called “Satoshi Nakamoto”
• The bitcoin protocol for generating and exchanging 

bitcoin is implemented in publicly available, open 
source software

• Anyone can obtain and run a bitcoin client

How Bitcoin Works 1    
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How Bitcoin Works 2    
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How Bitcoin Works 3    
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Bitcoin Addresses
• Bitcoin software generates bitcoin addresses of 25-44 

characters for users
• Sample address: 

1BBsbEq8Q29JpQr4jygjPof7F7uphqyUCQ
• (The address is actually an elliptic curve public key. 

44-character key as secure as a 7000-bit RSA key.)
• To send bitcoins, user specifies a receiving address 

and amount, and clicks “send”
• To receive bitcoins, just tell the sender your address!
• Addresses are not registered to users.  A user can 

have a different address for every transaction.
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Bitcoin Mining
• Bitcoin chains begin with data “mined” by performing 

a large number of hash function computations
• A “miner” tries many different (e.g., 10^15) numbers, 

trying to find one whose hash value is less than a 
given threshold

• Success is rewarded with bitcoins
• The threshold declines over time (determined by the 

protocol)
• Bitcoin hashes are progressively more difficult to find
• There will never be more than 21 million bitcoins. 

Divisible into units as small as 1/100 millionth of a 
bitcoin
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Controlled Bitcoin Inflation
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Bitcoin Mining in Hong Kong

Bitcoin Value, Sep. ’11 – Mar ’14    
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Exchange: BitStamp (USD)

VIEW TRADING CHART

TRANSACTIONS IN REALTIME

Bitcoin Value, Oct ’13 – Mar ’14    
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Exchange: BitStamp (USD)

PEAK: US $1238
DEC. 4

ALIBABA BANS
BITCOIN JAN. 9

PRC RESTRICTS
BANKS FROM

BITCOIN DEC. 5
BTC CHINA BITCOIN
EXCHANGE STOPS

TAKING RMB DEPOSITS

VIEW TRADING CHART

TRANSACTIONS IN REALTIME

ZYNGA ACCEPTS
BITCOIN JAN. 6

MT. GOX
ANNOUNCES

USD 400M THEFT
FEB. 25

BITCOIN DENIAL
OF SERVICE

ATTACK FEB. 12
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Possible Vulnerabilities
• No way to reverse a transaction without the payee’s 

cooperation
• Transaction malleability (alterability)
• Should to wait 60 minutes or more to confirm a large 

transaction
• Software bugs
• Bank robbery by hackers (e.g. Mt. Gox)
• Malware attacks against wallets
• Government attempts to control

– Silk Road raided by US FBI in Oct 2013
• Competing digital currencies easy to create
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Bitcoin in Hong Kong

• This created speculation that HK would become a hotbed of 
Bitcoin activity



Octopus + Bitcoin?
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