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Outline

What is Phishing?

How big of a problem is it?How big of a problem is it?

What are the current solutions?

C i  M ll  U i it ’  h  Carnegie Mellon University’s research on 
“Supporting Trust Decisions”

Largest US research projects on combating Largest US research projects on combating 
phishing attacks (2005-present)

Multi-pronged approachMulti pronged approach

Studies and existing deployments

Concluding RemarksConcluding Remarks

Q&A

Copyright © Lorrie Cranor, Jason Hong & Norman Sadeh, 2006-2008

Everyday Privacy and Security ProblemEveryday Privacy and Security Problem

Copyright © Lorrie Cranor, Jason Hong & Norman Sadeh, 2006-2008

This entire process
known as phishingknown as phishing
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Phishing is a Plague on the Internet

~28000 unique phishing sites reported in Nov 
20072007

~$350m-$3b direct losses a year (sources: Google & 

G t )Gartner)

Does not include damage to brand, 
loss of potential sales  etcloss of potential sales, etc.

…Just the tip of the

i biceberg…
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…Spear Phishing Attacks…

Major corporations The government and its contractors 

are getting phished left and right

Major corporations 
and their vendors 
too!
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too!

Spear Phishing

Phishing attacks also used for espionage

Government (e g  IRS  Government (e.g. IRS, 
Medicare/Medicaid, DoD)

Corporate, incl. pharmaceutical

Recent salesforce.com phishRecent salesforce.com phish

Recent trend in targeting executives
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…and More…

SMiShing – SMS phishing

Example: “We're confirming you've signed up for Example: We re confirming you ve signed up for 
our dating service. You will be charged $2/day 
unless you cancel your order." 

When user clicks on the link, malware is 
installed

Vishing – VoIP phishing

Exploits caller ID spoofingExploits caller ID spoofing

Instruct user to call a number and provide 
personal detailspersonal details

Social networks
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Why do people fall Why do people fall 
for phishing attacks?for phishing attacks?
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Interview Study

Interviewed 40 Internet users, ,
including 35 non-experts

“Mental models” interviews Mental models  interviews 
included email role play and open 
ended questionsended questions

Interviews recorded and coded

J  Downs  M  Holbrook  and L  Cranor  

Interviews recorded and coded

J. Downs, M. Holbrook, and L. Cranor. 

Decision Strategies and Susceptibility to Phishing.

In Proc. of the  2006 Symposium On Usable Privacy and Security
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oc o t e 006 Sy pos u O Usab e acy a d Secu ty

Little knowledge of phishing

Only about half knew meaning of 
the  term “phishing”the  term phishing

“Something to do with the band Phish, I 
take it.”

Copyright © Lorrie Cranor, Jason Hong & Norman Sadeh, 2006-2008

Minimal knowledge of lock icon

85% of participants were aware of lock icon

Only 40% of those knew that it was 
supposed to be in the browser chrome

Only 35% had noticed https, and many of 
those did not know what it means

“I think that it means secured.”

“It symbolizes some kind of security, 
somehow.”

Copyright © Lorrie Cranor, Jason Hong & Norman Sadeh, 2006-2008



Little attention paid to URLs

Only 55% of participants said they had 
ever noticed an unexpected or ever noticed an unexpected or 
strange-looking URL

Most did not consider them to be 
suspicious

“If it wasn’t one of my standard dot-com, 
dot-edu, dot-us or some country code, then I would 

be really curious what that meant.”
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Some knowledge of scams

55% of participants reported being cautious
when email asks for sensitive financial info

But very few reported being suspicious of 
email asking for passwordsemail asking for passwords

Knowledge of financial phish reduced 
likelihood of falling for these scamslikelihood of falling for these scams

But those knowledgeable about financial phish 
 t il  i i  f th  were not necessarily suspicious of other 

scams, such as amazon.com password phish
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Naive evaluation strategies

The most frequent strategies don’t help much 
in identifying phishy g p

This email appears to be for me

It’s normal to hear from companies you do It s normal to hear from companies you do 
business with

Reputable companies will send emailsReputable companies will send emails

“I will probably give them the information that they “I will probably give them the information that they 
asked for. And I would assume that I had already given 
them that information at some point so I will feel 
comfortable giving it to them again.”
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Past experience helps some

Those who had seen scams in the past 
could identify similar scamscould identify similar scams

All but one participant correctly identified 
 K i  il    a Katrina email message as a scam

But knowledge of some scams didn’t g
seem to help them identify other 
types of scamstypes of scams
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Today’s Solutions Fall Today s Solutions Fall 
ShortShort
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Today’s Solutions - in a Nutshell

Public Key Infrastructure or multi-factor 
authentication

People don’t understand certificates

Secure sign-on  using pictures and passphrasesSecure sign on, using pictures and passphrases

Usability: people don’t notice/ignore
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Today’s Solutions - in a Nutshell

Anti-phishing filters that rely on 
bl kli t  d hit li tblacklists and whitelists

Always one step behind & possible liabilityy p p y
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Today’s Solutions - in a Nutshell

Some training – e.g. websites, posters

U  j t d ’t  tt tiUsers just don’t pay attention
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Today’s Solutions - in a Nutshell

Spam filters have limited success 
t hing phi hcatching phish

In contrast to spam, phishing emails look 
legitimate

Copyright © Lorrie Cranor, Jason Hong & Norman Sadeh, 2006-2008

What else can we What else can we 
do?do?
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Multi-Pronged Approach

Human side
Interviews to understand decision-makingg
Embedded training
Anti-phishing gameAnti phishing game

Computer side
Email anti-phishing filterEmail anti phishing filter
Automated testbed for anti-phishing 
toolbarstoolbars
Anti-phishing toolbar

Automate where possible  support where Automate where possible, support where 
necessary
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PILFER Email Filter

Rationale: Spam filters let a large number of 
phishing emails slip throughphishing emails slip through

Solution: Phishing email filter combining a set 
of features aimed at catching deception along with of features aimed at catching deception along with 
advanced machine learning techniques

C  k i  t d l  d   Can work in standalone mode or as 
complement to spam filter

l bl le.g. available as SpamAssassin plugin

I. Fette, N. Sadeh, and A. Tomasic 
“ i hi hi il ”“Learning to Detect Phishing Emails”, 
Proceedings of the 16th International 
World Wide Web Conference, May 2007 (WWW2007):
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PILFER: Approach

Features intended to detect deception
Emails are made to look like legitimate emails Emails are made to look like legitimate emails 
from the company, so text analysis is of limited 
valuevalue

Included features:
Age of linked to domainsAge of linked-to domains
Number of domains linked to
Presence of attention-directing links (“click 
here”) that link to a domain other than the 
most common one in the emailmost common one in the email
..
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Trained using Random Forests

PILFER Performance

Performance on corpus of 90,000 emails

False Positives False NegativesFalse Positives False Negatives

PILFER 0.13% 4.79%

SpamAssassin 3.19% 7.68%

PILFER is better at catching phishPILFER has 25x fewer false alarms!!PILFER is 20 times faster too!
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CANTINA Web Page Filter
Rationale: Blacklists fall short

Always one step behind

Only protect from most common attacks, 
i.e. no spearphishing protection

Easily overcome by criminals

Solution: Uses a content-based approachSolution: Uses a content based approach
Lexical signature & PageRank to identify phishing sites

Highly effective Highly effective 

No human intervention required

Protects against spearphishingProtects against spearphishing
Y. Zhang, J. Hong, and L. Cranor. 
CANTINA: A content-based approach to detecting phishing web sites. 
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CANTINA: A content based approach to detecting phishing web sites. 
In Proc. of the 16th Intl. conf. on World Wide Web, 2007 (WWW2007).

CANTINA: Phishing Web Site Detector

CANTINA uses a simple content-based approach
Examines content of a web page and creates a p g
“fingerprint”

Uses TF/IDF

Sends that finge p int as a q e  to a sea ch Sends that fingerprint as a query to a search 
engine
Sees if the web page in question is in the top 
search results

If so, then we label it legitimate
Oth i   l b l it hi hiOtherwise, we label it phishing

Some additional heuristics
Nice properties:Nice properties:

Fast
Scales well
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No maintenance by us (done by search engines)
Highly accurate



Evaluating CANTINA (Iteration #2)

Netcraft is Human verified!
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Anti-Phishing Phil Game

Rationale: Traditional training doesn’t work

B t l  d  lik  l i  But people do like playing games

Solution: A game teaching about phishing

Results with tens of thousands 
of users show:of users show:

•People more willing to play
game than read traininggame than read training

•People better at identifying 
hi hi  it  ft  l iphishing sites after playing

S. Sheng, B. Magnien, P. Kumaraguru, A. Acquisti, L. Cranor, J. Hong, and E. Nunge. 
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S. Sheng, B. Magnien, P. Kumaraguru, A. Acquisti, L. Cranor, J. Hong, and E. Nunge. 
Anti-Phishing Phil: The Design and Evaluation of a Game That Teaches People Not to Fall 
for Phish. In Proc. of the 2007 Symposium On Usable Privacy and Security, 2007.
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More about the game

Four rounds

I i  diffi ltIncreasing difficulty

Two minutes in each round

Eight URL “worms” in each round

F  hi hi  d f  l i i  URLFour phishing and four legitimate URLs

Users must correctly identify 6 out of 8 y y
URLs to advance
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User Study

Test participants’ ability to identify 
phishing web sites before and after p g
training

10 URLs before training, 10 after, randomizedg, ,
Up to 15 minutes of training

Three conditions: 

Web-based phishing education
Tutorial 
Game

14 participants in each condition

Screened out security experts
Younger, college students
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Falling for Phishing
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y

Misidentifying Legitimate Sites
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….but it does not mean that they discriminate better!

Copyright © Lorrie Cranor, Jason Hong & Norman Sadeh, 2006-2008

Results

No significant difference in false 
negatives among the three groupsnegatives among the three groups

Game group performed best in false 
positives

Game condition performed best in Game condition performed best in 
total correctness

The training material made people
paranoid but not more effective!
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PhishGuru Embedded Training

Rationale: Existing training doesn’t work

S l ti  T l t  t i  l  d i  Solution: Tool to train people during 
their normal use of email

Periodically, insert fake phishing emails in 
people’s regular mail

If person falls for it, intervention warns and 
trains user in succinct and engaging formattrains user in succinct and engaging format

Provide reports to help companies assess 
their preparedness levelstheir preparedness levels

Can be customized for individual orgs.
P. Kumaraguru, Y. Rhee, S. Sheng, S. Hasan, A. Acquisti, L. Cranor and J. Hong. 
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P. Kumaraguru, Y. Rhee, S. Sheng, S. Hasan, A. Acquisti, L. Cranor and J. Hong. 
Getting Users to Pay Attention to Anti-Phishing Education: Evaluation of Retention and Transfer. 
Proceedings of the 2nd Annual eCrime Researchers Summit, October 4-5, 2007



Comic Strip Intervention

Copyright © Lorrie Cranor, Jason Hong & Norman Sadeh, 2006-2008

PhishGuru: Evaluation
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Status Today

Anti-Phishing Phil Game PhishGuru Trainingg
• Online interactive training game
• Played by over 6000060000 people

g
• Embedded training
• Send fake phishing emails and

• Licensed to DTCC, PT, etc.
• Versions in multiple languages
• Many inquiries

train those who fall for them
•• PilotPilot at Portugal Telecom
• Pilots with AT&T, CHLA, etcMany inquiries Pilots with AT&T, CHLA, etc

PILFER Email Filter CANTINA Web FilterPILFER Email Filter
•Outperforms top spam filters 
(catches more phish & 25x fewer

CANTINA Web Filter
•Faster at detecting phish 
than blacklists(catches more phish & 25x fewer 

false alarms)
•SpamAssassin plugin
( t ti l 100mil )

than blacklists
•More effective against 
spearphishing than blacklists
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(potential 100mil users)
•Pilots w. PT and CMU

••PilotPilot with Portugal Telecom

Concluding Remarks

Social engineering is not a new phenomenon
Unfortunately, with the Web, it can be carried y, ,
out on a much larger scale and much more 
cheaply

l ’ l k f d d f hPhishing:A never People’s lack of understanding of the 
technology doesn’t help

What is legitimate & what can be spoofed

Phishing:A never 
ending arms race?What is legitimate & what can be spoofed

Many large organizations (private and 
government) are extremely concerned

ending arms race?
government) are extremely concerned
As technology evolves and as users become 
more aware of potential attacks, the attacks 

P b bl
p ,

will continue to evolve
Unfortunately, this is just the beginning Probably
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Q&A

Acknowledgement: A number of the slides used in this presentation have been 
adapted from presentations developed by or with my collaborators in this 
p oject  This incl des Lo ie C ano  Jason Hong  J lie Do ns Ponn angam 
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