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Dear eBay Member,

We regret to inform you that your eBay account could be suspended if vou don't re-update your
account information.

To resolve this problem please visit link below and re-enter your account information:

https:signin.ebay.comiwsieBaylSAP LAY Signin&sid=verifyfico partnerld=28siteid=0

If wour problems could not be resolved your account will be suspended for a period of 24 hours,
after this period your account will be terminated.

Far the User Agreement, Section 9, we may immediately issue awarning, temporarily suspend,

: This entire process  *
known as phishing

d]\

Sign In
New to eBay? or  Already an eBay user:
If vou want to sign in, vou'll eBay members, sign in to save time for bidding, selling. and other activities.

need to register first. eBay User ID

Registration is fast and free. | |
Forgot your User ID?

Password
| |

Forgot your password?

Sign In Securely =

[] Keep me signed in on this computer unless I sign out.

&) Done 0 Internet
=




Phishing is a Plague on the Internet

shing sites reported in Nov

oy / 7 t |OSS€S a year (sources: Google &

damage to brand,
sales, etc.

...Just the tip of the
iceberg...

...Spear Phishing Attacks...
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Spear Phishing

0 Phishing attacks also used for espionage

B Government (e.g. IRS,
Medicare/Medicaid, DoD)

B Corporate, incl. pharmaceutical
[0 Recent salesforce.com phish

B Recent trend in targeting executives
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...and More...

O SMiShing — SMS phishing

B Example: “We're confirming you've signed up for

our ds
unless g myspace.com
0 wh
inst
In an efort 1o stop phizhing, we are waming you
D V|Sh | ng A DO NOT ENTER YOUR MYSPACE PASSWORD on this new websitel
H T i o thi bsil lick the link:
| EXpIOl Follow E:mr::lniir:?rnu: I\:|:ﬁwsu:;_::;ﬁleienllar;astl asdld.com/
. I nStru If you follow the previous Bnk, you will b on a new website, not the MySpace website
persor Tom's Blog about Phishing Tom's Blog about this Warning Page
O Social ne & Gock o yspace
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Why do people fall
for phishing attacks?
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Interview Study

[0 Interviewed 40 Internet users,
including 35 non-experts

[0 “Mental models” interviews
included email role play and open
ended questions

[ Interviews recorded and coded
J. Downs, M. Holbrook, and L. Cranor.

Decision Strategies and Susceptibility to Phishing.
In Proc. of the 2006 Symposium On Usable Privacy and Security
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Little knowledge of phishing

[0 Only about half knew meaning of
the term “phishing”

“Something to do with the band Phish, I
take it.”
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Minimal knowledge of lock icon

0 85% of participants were aware of lock icon

O Only 40206 of those knew that it was
supposed to be in the browser chrome

O Only 35% had noticed https, and many of
those did not know what it means

“1 think that it means secured.”

“1t symbolizes some kind of security,
somehow.”
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Little attention paid to URLs Some knowledge of scams

O Only 55%6 of participants said they had O 559%b6 of participants reported being cautious
ever noticed an unexpected or when email asks for sensitive financial info
strange-looking URL O But very few reported being suspicious of

. . email asking for passwords
O Most did not consider them to be

.. O Knowledge of financial phish reduced
suspicious

likelihood of falling for these scams

O But those knowledgeable about financial phish
were not necessarily suspicious of other

ITit wasn’t one of my standard dot-com, scams, such as amazon.com password phish

dot-edu, dot-us or some country code, then I would
be really cUrious what that meant.”
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Naive evaluation strategies Past experience helps some
|
O The most frequent strategies don’t help much O Those who had seen scams in the past

in identifying phish could identify similar scams

Thi il to be f .. . .
'S emalfl appears to be for me B All but one participant correctly identified

It’'s normal to hear from companies you do a Katrina email message as a scam

business with

B Reputable companies will send emails O But knowledge of some scams didn’t
seem to help them identify other
“1 will probably give them the information that they types of scams

asked for. And 1 would assume that 1 had already given
them that information at some point so | will feel
comfortable giving it to them again.”
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Today’s Solutions Fall
Short
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Today’s Solutions - in a Nutshell

]
O Public Key Infrastructure or multi-factor
authentication

B People don’t understand certificates
B Secure sign-on, using pictures and passphrases

O Usability: people don’t notice/ignore

Security Alert : x|

r"‘l Information you exchange with this site cannot be viewed ar
?. changed by others. However, there iz a problem with the site's
g security certificate.

@ The security certificate was issued by a company you have
ot chosen to tiust View the cattificats to determine whethsr
you wank to trust the cartitying autiority

° The security certificate date is valid

@ The name o the security cerificate is invalid or does not

malch the name of the site VAt 1 3 s P 3o 14 o s s b o
" T g L i
Do you want to proceed? ﬂfﬂ f S m =
ves  |[CTHE T ] view Cetficats | Now Asoncs - Recophngeu Setip T
e T B
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Today’s Solutions - in a Nutshell

O Anti-phishing filters that rely on
blacklists and whitelists

B Always one step behind & possible liability

Inbox - Microsoft Cutlook
File Edit Yiew Go Tools Actions Help
P adNew - | @n 3 X | FaReply S8 Reply to Al
: £ Cloudmark~ | Gg Block = Lg Unblock | [#] My R:
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Today’s Solutions - in a Nutshell

[0 Some training — e.g. websites, posters

B Users just don’t pay attention

SignUp | Login | Help | Security Cent

PayPal

Home Perscnal | Business Products & Services

Protect Yourself from
Fraudulent Emails

Bac

What is a fraudulent email?

A fraudulent (spoof) email pretends to be from a well-known compatr
or eBay, in an attempt to get personal information from you. People
emails hope to use your information - such as credit and debit card
passwords - to commit identity theft

Copyright © Lo You can prevent spoof from affecting you




Today’s Solutions - in a Nutshell

O Spam filters have limited success
catching phish

B In contrast to spam, phishing emails look
legitimate

-A¥S-

SpamAssassin
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What else can we
do?
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Multi-Pronged Approach

O Human side
B Interviews to understand decision-making
B Embedded training
B Anti-phishing game
O Computer side
B Email anti-phishing filter

B Automated testbed for anti-phishing
toolbars

B Anti-phishing toolbar

O Automate where possible, support where
necessary
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PILFER Email Filter

O Rationale: Spam filters let a large number of
phishing emails slip through

O Solution: Phishing email filter combining a set
of features aimed at catching deception along with
advanced machine learning techniques

O Can work in standalone mode or as
complement to spam filter

B e.g. available as SpamAssassin plugin
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PILFER: Approach

O Features intended to detect deception

B Emails are made to look like legitimate emails
from the company, so text analysis is of limited
value

O Included features:
B Age of linked-to domains
B Number of domains linked to

B Presence of attention-directing links (“click
here”) that link to a domain other than the
most common one in the email

W,
OTrained using Random Forests
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PILFER Performance

[0 Performance on corpus of 90,000 emails

fFalse Positives,i False Negatives

PILFER 0.13% 4.79%

SpamAssassin || 3.19% 7.68%

— A

PILFERPILFER has 25x fe PILFER is 20 times faster too!
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CANTINA Web Page Filter

.|
O Rationale: Blacklists fall short
B Always one step behind

B Only protect from most common attacks,
i.e. no spearphishing protection

B Easily overcome by criminals
[0 Solution: Uses a content-based approach
B Lexical signature & PageRank to identify phishing sites
B Highly effective
B No human intervention required

B Protects against spearphishing

Y. Zhang, J. Hong, and L. Cranor.
CANTINA: A content-based approach to detecting phishing web sites.

In Proc. of the 16th Intl. conf. on World Wide Web, 2007 (WWW2007).
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CANTINA: Phishing Web Site Detector

O CANTINA uses a simple content-based approach

B Examines content of a web page and creates a
“fingerprint”
O Uses TF/IDF

B Sends that fingerprint as a query to a search
engine

B Sees if the web page in question is in the top
search results

O If so, then we label it legitimate
O Otherwise, we label it phishing
B  Some additional heuristics
O Nice properties:
B Fast
B Scales well
B No maintenance by us (done by search engines)
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Evaluating CANTINA (lteration #2)

Anti-Phishing Phil Game

O Rationale: Traditional training doesn’t work

100% 27% gguy, ﬂl 1% B But people do like playing games
Q
20% 8 Ena TEID theuristics O Solution: A game teaching about phishing
80% | OSpoofGuard | e et ——
70% | U Neteram Results with tens of thousands
60% of users show:
50% ePeople more willing to play
40% game than read training _
Q
;g;& ePeople better at identifying |
mﬂf phishing sites after playing|
1U0
0%
false positive
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ROUND 1 SCORE: 0 LIvES: Yie TIME LEFT:  2:01 ROUND 1 SCORE: 0 uves: ¥Wie ) Y  TIMELEFT: 2:47

WITH URL REVEALED: E] EAT LEGITIMATE URLS E] REJECT PHISHING URLS ASK YOUR FATHER FOR HELP

http//165.246.121.80/wamu/

WITH URL REVEALED: [B EAT LEGITIMATE URLS @ REJECT PHISHING URLS ASK YOUR FATHER FOR HELP




uves: Y W Y

ROUND 1 SCORE: 100 TIME LEFT: 2:26

Good job spotting
numbers in the
URL.

ROUND 1 SCORE: 200 uves: W e TIME LEFT: 0:50

WITH URL REVEALED: E] EAT LEGITIMATE URLS E] REJECT PHISHING URLS ASK YOUR FATHER FOR HELP WITH URL REVEALED: E] EAT LEGITIMATE URLS E] REJECT PHISHING URLS T | ASK YOUR FATHER FOR HELP
&
ROUND 1 SCORE: 200 LIVES: )‘ TIME LEFT: ©:31 R o U N D O v E R
Congratulations! You May Proceed to the Next Round
[’ ) correct choice ( Y ) incorrect choice
I( hittp:/i165.246.121.80/amu/ ) SCAM ALERT! URLs with all numbers in the front are usually scam.
I(_hﬂp.frwww msn-verify.com/ J SCAM ALERT! keywords such as verify, update in the domain usually means it
is scam
I
=& = ; I ’( hitp:/iwww.chase.com ) Chase.comis part ofthe J.P. Chase Corporation.
gt 5% ﬁf ,(hﬂps Ihwww3 nationalgeographic.com/ ) Don't be fooled by the www3, this site belongs to nationalgeographic.com
=" 4 with all numbers .
—htt :ff80.157.192.1061.www.bankoﬁz s
2 -7 ﬂ in the front. I(_hﬂp:frwww onlineregionshank.com/ ) SCAM ALERT! Regions bank website is regions.com, not
f i ‘ onlineregionsbank.com
I( hitp:iwww.citizenshank.com ) Ciﬁzensbae com belongs to Citizens Bank.
x ( hittp:/i147.91.75 1/ebay/ ) SCAM ALERT! URLs with all numbers in the front are usually scam.
x (hﬁp:frwww aAMazon.com _) amazon.com is the shopping site Amazon.
WITH URL REVEALED: [Bu-ruﬂ-munmu.s @mmrusﬂmﬁm [B ASK YOUR FATHER FOR HELP ' NEXT ROUND '




] i /
More about the game flow to fIvoid Onling Scams!

Web |mages Wideo News

GO Ogle [Citizens Bank

You can also Web
B Two minutes in each round search the brand Citizens Bank | Citizens Bank Home

name "Citizens Citizens Bank provides personal and small business checki
Bank", and go to and loans, savings options, money markets. certificates of dg
* fg www.citizensbank.com/ - 28k - Cached - Similar pages
the real site.

O Four rounds

B Increasing difficulty

O Eight URL “worms” in each round

B Four phishing and four legitimate URLSs

3% Citizens Bank
Not your typical bank®

B Users must correctly identify 6 out of 8 : _ _ Ciizens in the Communty ~ AboutUs ~ Carse
URLS to advance ) : Home  Personal | Small Business = Commercial | Investing

Coming Sean! A more Secure Login Process for Online Banking

Login Enroll Now | View Demo

Get rewarded
for just being you.
Access all your account

information online Earn great rewards for using
your debit card.

IParsUna\Umlna Banking ;I

Login @
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2 Citibank Update - Microsoft Internet Explorer

File Edit ‘View Faworites Tools Help

User Study

a5l Privacy = citi.com

O Test participants’ ability to identify citi Careers  Use Crodit Wiely » citiards.com

phishing web sites before and after

4 SECURE
training Update
. . It's Easy!
B 10 URLs before training, 10 after, randomized - Securty and prvacy
. L. Simply complete the form below, enter your User ID and Password, and you'll be able to - 30 Lighilty for Unauthorized
B Up to 15 minutes of training i Purchases
O Three conditions: &;3’;:;‘:;‘%’;?3}::&;:
B . . 19 6 o, B, A unbilled activit
B Web-based phishing education Lostoduitconsignatropancki| | o J

R Security Word or = Update your personal informstion
. TUtOfIa' Mother’s Maiden Hame:

or add an authorized ussr
Security weord you provided when you applisd for your card _———

or your mother's maiden name--last name only. = Learn Mare
. G am e Do not use special characters (=<=").
Email Address: l:l Contact Information
.. . o “our email address which you used when registering with
O 14 participants in each condition ek 24 Hours aDay, 7 Days a issk
H Hame on Card: » For Technical Assistance
B Screened out security experts P 1-600.347-4934
B = For Questions shout your Credit
. Card Accourt
B Younger, college students ot TR et one 12003605114
Credit Card Pin: = Quiside the LS. Call Collect
B05-335-2222
Select Your Country: nited States b « TDOVTTY for the hearing impaired
(available in English only) | —
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Falling for Phishing

W Pre test
0.43 M Post test

o
(3]
|

0.38

N
~
I

o
w
|

False Negative Rate
o o
=N

o

Existing training Tutorial Game
materials

Everyone becomes more cautious
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Misidentifying Legitimate Sites
]

05 M Pre test
o 0.41 m Post test
g oa-
o 0.30 0.30
> 03 -
302 -
o
01 -
©
LL

o

Existing training Tutorial Game
material

....but it does not mean that they discriminate better
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Results

0 No significant difference in false
negatives among the three groups

[0 Game group performed best in false
positives

[0 Game condition performed best in
total correctness

0 The training material made people
paranoid but not more effective!
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PhishGuru Embedded Training

[0 Rationale: Existing training doesn’t work
O Solution: Tool to train people during
their normal use of email

B Periodically, insert fake phishing emails in
people’s regular mail

B If person falls for it, intervention warns and
trains user in succinct and engaging format

B Provide reports to help companies assess
their preparedness levels

B Can be customized for individual oris.
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Comic Strip Intervention

The PhishGuru ehishing Scams

Clicking on links like the one in the “amazon.com” email you've just read puts you at risk for identity theft and financial loss.
This email and tutorial were developed by Carmnegie Mellon University to teach you how to protect yourself from these kind of phishing scams

The Phisher

I can create my own
emails that look just like

the messages that big

1 forged the address ta look genuine. | From: service@amazon.com

Then I threatened the user with | Your account will be suspended if you

This email laoks very
professional! T°ll send
it to thousands of people.

To: molly@mymail .com
amazoncom

PhishGuru: Evaluation

companies send out.

to a book store, but really it sends people
to iy site so T can steal their information |

an urgent message. | do not update your account information

T added a link that looks like it goes | hitp://www.amazon.com/update

The Victim

/ @TOF ! Follow these steps when reading your emai

)

L better click on this link T TY Mever click on links within
and update my information s
) / http://www.amazon.com/update
Ay
~ YOU'VE {
60T
¥ MATLI Find and call a real Never give out

customer service center. personal information

. it \ upon an email request.
~ Usern
I . .:.. Pas - A
ﬁz~ .
Vi St

3 Type in the real website
address into a web browser.

< C | http//amazencom

Always be wary of suspicious
websites.

anazon.com.

Thanks PhishGuru!
T wiill never let

phishers steal my
identity.

Copyright © Lorrie Cranor, Jason Hong & Norman Sadeh, 2006-2008

0.70 0.68
0.64

0.60
2
o 0.50
c
el
8 0.40
=
g
v 0.30
c
3 0.20
= 0.18 0.14

0.10 01l &+ o= -~ =

0.04 0.11 o7
0.00 :
before immediate delay
Training set
—— Non-embedded condition Embedded condition
—&— Control condition - A -Suspicion condition
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Status Today

Anti-Phishing Phil Game PhishGuru Training

* Online interactive training game + Embedded training
 Played by over 60000 people » Send fake phishing emails and

. Licensed to DTCC, PT, etc. train those who fall for them
 Versions in multiple languages * Pilot at Portugal Telecom
e Many inquiries * Pilots with AT&T, CHLA, etc

PILFER Email Filter CANTINA Web Filter

*Outperforms top spam filters «Faster at detecting phish
(catches more phish & 25x fewer than blacklists
false alarms) _ *More effective against
-SpamA.ssassm plugin spearphishing than blacklists
(potential 100mil users) *Pilot with Portugal Telecom

*Pilots w. PT and CMU
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Concluding Remarks

[0 Social engineering is not a new phenomenon
O Unfortunately_, \_/vith the V\_/eb, it_ can _be carried

Phishing:A never
ending arms race?

O Many large organizations (private and
government) are extremely concerned

O As technoloay evolves and as users become

Probably
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Q&A

Acknowledgement: A number of the slides used in this presentation have been
adapted from presentations developed by or with my collaborators in this
project. This includes Lorrie Cranor, Jason Hong, Julie Downs,Ponnurangam
Kumaraguru, lan Fette and Steve Sheng.
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