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About NICTA

• Federally funded ICT research institute

• Research, Linkages, Education, 
Commercialisation

• 5 Labs (SYD, CAN, MEL, BNE)

• 1 Office (ADE)

• 350 Staff and Students

• Queensland Lab

• Research Strategic Challenge

• Safeguarding Australia

• Disaster Prediction, Response, and Recovery 
Project
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DisPRR Project

• Disaster Prediction, Response, and Recovery

• Improving the ICT technologies, devices, 
information systems, networks, systems and 
services in the emergency/disaster 
management domain

• The project will achieve this through

• Enabling coordination and sharing of 
information & resources across multiple 
agencies

• Better prediction and detection of early 
indications

• Supporting dynamic, mobile response teams
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Real World

Earthquake - Bam - 2003 - from old guide book to Iran
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Real World

Sri Lanka - Tsunami 2004 - Survivors temporarily lodging in Camps
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Technologies
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Sensors

• Sensors gather the raw data 

• Data Sensors (fire, waves)

• Reliability and certainty

• Video Surveillance systems

• Tracking people (or behaviour) of interest

• “Smarts” on the camera to direct attention 
to the operator

• Multi-resolution Cameras

• Response sensors

• People finders
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Intelligent CCTV
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Information Integration

• Information Management

• Modeling & representation

• Multiple sources

• Support decision making

• Information interoperability

• Technical Standards

• CAP, EDXL

• Information sharing

• Response Teams

• Public Warnings
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Situational Awareness

• “Right Information to the Right People in the 
Right Form at the Right Time”

• From the First Responders to the Prime 
Minister (President)

• Decision Making

• Integration Model

• Level 0/1 - Data/Object Sources

• Level 2 - Situational Awareness

• Level 3 - Threat/Impact Assessment

• Requires high levels of semantic modeling and 
reasoning algorithms
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SitAware

Airport Closed (CI)

Rivers Flooded

Dam Overflow

Power Out

Rescue Services

Evacuations
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Incident Notifications

• Information notification critical to Disasters, 
Incidents, Crisis, and Emergencies (DICE)

• Notifications report data from sensors, alerts, 
changed situations, actions, observations on 
objects of interest, warnings, resource 
requests, spatial/temporal data...

• Automatic and manual

• Key requirements

• Semantics and behaviour

• Routing and decision making

• Security and trust
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Standards 

• IEEE Standard for Common Incident 
Management Message Sets

• OASIS Emergency Management Technical Cmte

• Common Alert Protocol (CAP)

• Emergency alerts/public warnings

• Defines vocabulary but can be 
inconsistent

• response=Evacuate & severity=Minor

• Emergency Data Exchange Language (EDXL)

• Framework for Distributing messages

• Resource Management
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Human Factors

• Human-system integration

• Eliciting and modeling the role and needs of 
human responders

• User Interfaces

• Usability Trials

• Detecting Abnormal behaviour

• Detecting response (or lack of) patterns in first 
responders
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Trusted Systems

• All data is “bits” 

• Images, video, audio, sensors…

• collected, transmitted, stored, viewed...

• Trust must exist in the underlying ICT systems
supporting sensor based data collection 

• Often the weakest link is under attack

• weaknesses known by opponents 

• weaknesses inherent in commodity systems

• Trusted Computing Platforms
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• Self-configuring, self-healing Networks

• wired, wireless, ad-hoc, mesh, hybrid networks

• Distributed Network/System Management and 
Monitoring

• Use of Context information

• Location, device type etc.

• Formal Context Model

• Security

• Authentication, Access Control, Confidentiality

• Trust & Policy

• Identity Management

Secure Networks
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Secure Networks
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Architecture
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Technical View 

• Technology Requirements

• Platform & Device independence

• Discoverable

• Robust and Reliable

• Secure & Trusted

• Web Services

• SOAP, WS Notification...

• Goal: Interoperability

• Across Platforms (=standards)

• Across Agencies/Jurisdictions (=AIIMS)
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AIIMS

• Australasian Inter-service Incident Management 
Systems (AIIMS)

• Common mgt framework for control of 
incidents for (multiple) organisations

• Defines roles and responsibilities across 
agencies and authorities

• Provision of information thru “Information 
Unit” 

• Responsible for accurate and regular flow 
of information to internal & external parties

• Use as a basis for an AIIMS “Technical” 
Framework
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AIIMS
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Where is the Info?

• Emergency Provider Access Directory

• Registry of emergency agencies/groups and 
instant notification of DICE events

• Register your interest profile

• event types and spatial area

• Sends CAP messages

• Web  Services (SOAP) interfaces

• E-Plan

• Information for 1st Responders

• Collection of site information
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EPAD - Interest - Incident Types
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EPAD - Interest - Spatial
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EPAD - Contact Mechanisms
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E-Plan
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E-Plan
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E-Plan
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Katrina
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Response
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FEMA-1604-DR, Mississippi - Imagery Derived Assessment

Mississippi Affected Population from Flooding as of 09/06/2005 18:00 EDT

MapID 5617911746d
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Major Highways

Streets

Impassable Road

9:X Impassable Bridge

Flooded Area

Limited Damage

Moderate Damage

Extensive Damage

Catastrophic Damage

LIMITED DAMAGE: Generally superficial damage to solid structures (e.g. loss of tiles or roof shingles); 

some mobile homes and light structures are damaged or displaced.

MODERATE DAMAGE: Solid structures sustain exterior damage (e.g., missing roofs or roof segments);

 some mobile homes and light structures are destroyed, many are damaged or displaced.

EXTENSIVE DAMAGE: Some solid structures are destroyed; most sustain exterior and interior damage 

(e.g., roofs are missing, interior walls exposed), most mobile homes and light structures are destroyed.

CATASTROPHIC DAMAGE: Most solid and all light or mobile structures are destroyed.  

MS

LA

Affected Households Affected Populations

Flooded Area 2,900 7,129

Limited Damage 9,363 24,987

Moderate Damage 2,830 7,153

Extensive Damage 2,230 5,726

Catastrophic Damage 14,862 33,169

TOTAL 32,185 78,164
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Google Response
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You Were Warned...
MOST OF THE AREA WILL BE UNINHABITABLE FOR WEEKS...

AT LEAST ONE HALF OF WELL CONSTRUCTED HOMES WILL HAVE ROOF AND 
WALL FAILURE. ALL GABLED ROOFS WILL FAIL...

MAJORITY OF INDUSTRIAL BUILDINGS WILL BECOME NON FUNCTIONAL. 
PARTIAL TO COMPLETE WALL AND ROOF FAILURE IS EXPECTED

ALL WOOD FRAMED LOW RISING APARTMENT BUILDINGS WILL BE DESTROYED

HIGH RISE OFFICE AND APARTMENT BUILDINGS WILL SWAY DANGEROUSLY...A 
FEW TO THE POINT OF TOTAL COLLAPSE

ALL WINDOWS WILL BLOW OUT

POWER OUTAGES WILL LAST FOR WEEKS...AS MOST POWER POLES WILL BE 
DOWN AND TRANSFORMERS DESTROYED

SHORTAGES WILL MAKE HUMAN SUFFERING INCREDIBLE BY MODERN 
STANDARDS

LIVESTOCK LEFT EXPOSED TO THE WINDS WILL BE KILLED

...SHORTAGES WILL MAKE HUMAN 
SUFFERING INCREDIBLE BY MODERN 

STANDARDS...
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Coordination
Environmental Protection 
Agency Federal

Communications Commission

Federal Deposit Insurance 
Corporation

Federal Energy Regulatory 
Commission

General Services Administration

National Archives and Records 
Administration

Office of Personnel Management

Peace Corps

Social Security Administration

Small Business Administration 

Corporation for National and 
Community Service 

U.S. Postal Service

American Red Cross

FEMA

State Govt

City Govt

Coast Guard

Customs and Border Protection

Immigration and Customs 
Enforcement

National Guard

Department of Defense 

Department of Agriculture

Department of Commerce

Department of Education

Bureau of Industry and Security

Economic Development 
Administration

National Institute of Standards 
and Technology

National Oceanic Atmospheric 
Administration

Department of Energy 

Department of Health and Human Services

Department of Housing and Urban 
Development

Department of the Interior

Department of Justice

National Center for Missing and Exploited 
Children

Department of Labor

Department of State

Department of Transportation

Department of Treasury

Office of The Comptroller of the Currency 

Department of Veterans Affairs
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Severe Weather

• Source of data for fusion and “situational 
awareness”

• Want to capture and model the semantics and 
structure formally

• Express the decision making points

• Stakeholders can use for their roles

• May (Should) trigger other actions

• Requires major influence on the 
standardisation of such information

• across agencies

• standards bodies
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Katrina
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Severe Weather Advisories Model
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Summary 

• Incident notifications play a critical role in 
prediction, response, and recovery for 
emergency/disaster events

• Research needed into modeling and 
representation of such information

• drive sharing of information

• drive better decision support

• drive standardisation

• Better Coordination

• interoperability across agencies and 
jurisdictions


